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While traditional paper based identity and digital identity share the same fundamentals and aim
towards similar goals, they nevertheless have some significant differences. This paper provides a high
level introduction to the fundamentals of Identity — its technical constituents, its requirements, and
its risks. It closes with an explanation of how Project Liberty provides solutions to many of the issues

raised by next generation digital identities.

The concept of “Identity” and having to prove your
identity is nothing new. A national ID card was intro-
duced in France around 1920, and while we had to
wait until 1940 to see its generalisation, it became
mandatory for every citizen older than 16 only
around 2000. Obviously comparing traditional and
electronic identification is a risky business, never-
theless there are some invariants that remain valid
whether your ID is paper based or digitally based.

Most identity documents include more information
than your basic identification. The first set of
attributes is usually information allowing others to
determine that you are effectively the person you
claim to be — whether this information is a picture, a
login/password, a certificate or any other credentials
— the final goal is to authenticate you. The second set
of information is usually used to apply authorization,
e.g. you can drive but only with glasses, you're a
French citizen which allows you to move freely
within the Schengen area, your name is highlighted
in red and thus you have access to confidential docu-
ments, etc. The last set of information is dedicated to
controlling the validity of the document in the digital
world. This will typically be an electronic signature
attached to some revocation list. In the paper world,
this would typically be the place and date of issuance
plus some serial numbers.

Quite surprisingly, the main target of most identity
documents is not to authenticate you, but to authorize
you. The general mindset is to first perform authenti-
cation; this is mostly because traditionally, in order to
access needed personal attributes for a given autho-
rization, you first need to answer the question “who
is he?” This is not because attributes necessary for
the authorization would not be valid outside of an
authentication context, but more because the informa-
tion flow is such that without first doing an authenti-
cation you cannot find revealing attributes.

In order to authorize you someone must be in posi-
tion of controlling the validity of your claim. While
information attached to most identity documents is
not very visible and thus not very accessible for most
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users, the way you control the information forces a
direct interaction between the user and the controller,
thus transforming this operation in something very
accessible. The perception of what is acceptable or
not depends on the context, for instance, young peo-
ple versus old, Europe versus North America, etc.
English people have trouble accepting any identity
document and most drivers will find it perfectly nor-
mal not to have any ID while driving in their neigh-
bourhood. On the other hand they find it perfectly
acceptable to have video cameras on each street cor-
ner or to apply DNA tests to immigrants. In France,
the DNA test is unacceptable and was recently
refused by the chamber of senators, video cameras
are never welcome, but on the other hand most peo-
ple find it normal for the police to ask for an ID card
whenever they want. Furthermore, if you cross the
Atlantic, you have to provide your fingerprints to
enter the country, show your ID card to buy alcohol,
etc. Therefore, identity is something personal that
may have ramifications for your private life. Depend-
ing on culture and history, some control or cross con-
nection can be either very natural of completely unac-
ceptable. This issue is very often outside of any seri-
ous requirement or risk analysis.

Until now identity control was mostly a paper and
manual process. For this reason collusion between
authorization and authentication was not a serious
issue. For instance, for most of us, voting is the only
time where we expect real anonymity; we do not
mind our doctor knowing who we are, or our car
insurance company knowing our home address — but
what we don’t want is our insurance to know what
our doctor knows. In fact, most of us have only very
few secrets that we don’t want people to know about.
Nevertheless, in order to protect ourselves, we want
to make sure that personal information about us will
not be cross-border from one sector to another. Until
very recently those exchanges were only done manu-
ally. They where slow, complex, and could not hap-
pen on a large scale. Moving from manual to com-
puter-assisted processes completely changed this
paradigm. Technology has moved very fast in the
past year and what was impossible a few years ago is
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now something a 1000 Euro computer can do. In fact,
when looking back we realise that until very recently
limits were more due to technology than to legal reg-
ulation, and without doubt, had DNA been available
during World War II it would have been used. Today
technological limits are pushed further and further
every single day. It looks more like a revolution than
a simple evolution and both mentality and legal
frameworks have a lot of difficulty in keeping up. We
are moving from a long period where we were limited
by “what is possible” to a new period where we want
to limit by “what is acceptable”.

The big difficulty with what is acceptable is that,
depending on whom you ask the question, you get a
different answer. And obviously whatever technolo-
gists, politicians, etc may believe, some people will
always break legal limits, whether officially or not.
Furthermore, the impact of bypassing some of those
limits is not visible within a normal human under-
standable time frame. For instance, many teenagers
write very personal things on their blog without real-
izing that in twenty years from now, when they apply
for a new job or a political investiture, that informa-
tion will almost certainly re-surface. People within
rich democracies tend to ignore that our world may
still change for better or for worse. They are often
ready to sell their privacy for only a few per cent
extra discount, allowing airlines, banks, supermar-
kets, etc to know everything about what they eat, the
clothes they like, and the music they listen to. Last
but not least, what is acceptable within the current
context (i.e. European Nordic countries that use a
unique national ID to index almost every single iden-
tity record a citizen owns) might not be such a good
idea if one day the bad guys take ownership of the
country. Implementing privacy aware mechanisms
increases complexity, and it is very had to justify
when your immediate context does not allow you

to contemplate the consequences of not doing so.

Regardless of what technologists may have you
believe, today the strongest limit to digital identity is
neither technological cost nor availability. In fact, the
necessary technology already exists in the mass mar-
ket, and as of today almost no single commercial
company could exist without some form of electronic
identity transaction — the cost of ignoring this tech-
nology would be so high that it would bankrupt any-
one trying this path. Governments do not have the
exact same financial constraints that the private sector
has; nevertheless they cannot ignore technology any-
more and will have to leverage it in order to both
reduce cost and increase the quality of services to
citizens. In fact the only remaining constraint is com-
plexity, and as of today this is the strongest limitation
of digital ID penetration. While digital ID may lever-
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age the same general concepts as traditional identity,
it remains very abstract. Indeed, even if basic daily
usage is understandable for a significant part of the
educated population, as soon something goes wrong,
you would very quickly feel like everything is getting
out of control. Most of you have already had a
refused credit card, usually in an unfriendly environ-
ment: for instance a foreign country, the middle of
the night, during a train strike, etc. And very rarely
can someone explain what actually happened. In fact,
most people understand digital ID and electronic
transactions like they understand a TV remote control
— when it does not work they simply want to change
the batteries and if the problem persists they will
simply change TV!

Implementing privacy has never been simple, and
even in a traditional “paper based” world privacy is
most of the time required due to loss of information
and not the fact that information is not created. Let’s
take an example: imagine that you want to buy a
book without anyone knowing that you bought it. If
you buy it in a shop, even paying with cash, the sales-
man knows what you have bought. If you ask some-
one to buy it for you, then that person knows what
you bought. In order to break the information chain,
you would need something like the following:

» Take an envelope, place a piece of paper into it
with the name of the book you are looking for and
enough cash.

* Ask someone you trust to go to the shop for you
with the envelope.

» The salesman opens the envelope, reads what you
want, and takes the money.

* The salesman puts your book in the envelope,
closes it, and hands it back to your trusted courier.

* Your partner sends back the envelope to you.

In fact most of the time this is not necessary, and if
you buy a book far enough from your home and in a
busy place like a central railway station, it might be
more than enough for the information to get lost.
Nevertheless this shows that in a traditional world
privacy is mostly due to loss of information and not
the fact that information is not created. This situation
has had a significant consequence, it has allowed the
mass population to have an acceptable level of pri-
vacy except in specific cases, e.g. criminal investiga-
tions, which permit the implementation of special
processes to ensure that the loss of information is
avoided. Obviously the fact that the information is
created has limits, and some governments like the
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old East German one have proved that collecting and
manually cross connecting all those small pieces of
information was possible.

One of the strongest differences between paper and
digital ID is that in the digital world it is very easy to
automate processes, and what was once only possible
for huge organizations like the Stasi in the recent
past, is now possible for almost any student in a
garage. Today technology provides almost unlimited
capabilities for both storage and processing, making
research of correlation between small pieces of infor-
mation far too simple to guarantee privacy. It is a real
risk that regardless of whatever legal frameworks are
implemented to protect citizens, that privacy as we
know it today, will just disappear. It is obvious that in
only a few years from now, we will have the techno-
logical capability to determine from our mobile
phone camera who everyone is, just by taking a pic-
ture and asking the question to whatever will be the
next generation Google search engine. The Govern-
ment cannot prevent rain; it is a good question to ask
ourselves if they can limit technological capabilities
and, if they can, should they?

Knowing that the cross connection of information
will be possible, easy, and unlimited, the only option
to protect privacy is not to create the information in
the first place. In fact, the next generation of digital
ID architecture should do more to limit the creation
of information than anything else. Limiting the cre-
ation of information is hard but not impossible unless
you own the system. It is the only way to guarantee
that if the ownership of the system does change, then
even if the new owner changes all the rules, they will
not get the information they want. This is because it
will not exist. We should not forget that the only
information no-one can steal is that which does not
exist.

As we’ve seen before, identity information can be
spliced in three classes:

¢ Indexes to search and find the information;

* Attributes containing part of the information about
the user;

* Control mechanisms to guarantee the authenticity
of the information.

In order to limit the risk of correlation, the first thing
to do is to decouple the indexes that connect the prin-
cipal from the attributes that define himself. If we
take as an example your medical records, this is a
very private document and in many cases you would
not want your employer, nor your insurance com-
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pany, nor your wife/husband, etc to see it. On the
other hand, if we remove your name from this docu-
ment, then most of us would be more than happy for
all the data to be given to a university for research.
This is a very good example of what endangers pri-
vacy is not the information in itself, but the connec-
tion with what we call the principal, e.g. the name
and address with the data.

The second action is to make sure that we limit the
information itself. The first and most obvious action
is to build a process where we only provide necessary
information. Most of today’s processes request far
too many pieces of information. Why does a driving
licence require a place of birth? Why would your
telephone company need to know your age? Why a
hotel your home address? ... Very often when you ask
people why they want this type of information they
simply cannot provide an answer. In the manual
world, collecting the information was very complex
and it was somehow understandable that people
would ask for more information than needed, just in
case they would need that information at a later time.
Even if we could argue this, due to the cost of manual
correlation being generally unacceptable, the risk to
your privacy was probably acceptable. A modern dig-
ital ID architecture should allow you to provide only
the minimum level of information mandatory for a
given action. Furthermore, in many cases the infor-
mation should even be reduced. For instance, not pro-
viding your full date of birth, but just the fact you're
an adult. While providing only required attributes for
a given service is complex, it leaves the owner of the
attribute in a position to choose whether to provide
the information of not. Unfortunately, as soon as the
attribute is given, you have no idea and no control
over how or what for the receiving party will use it.
Nevertheless, in most cases you can somehow trust
the receiving party to handle the information as you
wish, for example they claim not to store it on disk,

it should be deleted after six months, etc. This obvi-
ously only applies if you have a means of communi-
cating your wishes in a manner that the receiving
party will understand. Last but not least, all of this
should be done under user control, that is, not by ask-
ing a user to renounce any of his rights as is too often
the case, but by providing the end-user with real con-
trol over what he wants and what he does not want.
In fact, a new generation of digital ID architecture
would require:

e Separation of identity principal from attributes.
Needs a mechanism to get attributes about some-
one you don’t know (i.e. anonymous access to the
“adult” attribute only);
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* Detach authentication from authorization and
attributes exchange. By coupling all those pieces of
information together it creates a new big brother.

* Provide mechanisms to prove an attribute is
authentic. Many services create copies of informa-
tion only because they have no way of trusting
other parties.

* Allow users to control the overall system, within
an adequate level of complexity.

- Build a distributed system to both make it scal-
able to country/continent level and to guarantee
that if an element is compromised only a limited
number of information pieces/users will be
affected.

* A way to handle exceptions, tracking of bad
behaviour, terrorism prevention, etc.

Last but not least, what about risk and security? The
world is not perfect, no system is fully secure, the
world is not as gentle as we would like it to be. Iden-
tity attributes are critical pieces of information for
many actors: government, intelligence, commercial
companies, etc. While the number of risk factors is
probably unlimited, the following ones seem to be the
biggest.

External attack: Quite surprisingly this is probably
the easiest one to deal with. Mail spam and virus are
probably the best example of external attack. They
create useless trouble and cost money, but at the end
of the day they do not kill us. I tend to consider exter-
nal attack as street graffiti; they create useless dam-
age, without comprising national security. In fact the
biggest issue with external attack is that this is the
most visible one. It is also the most understood one
by IT people and for this reason we tend to allocate
too much resources to it, forgetting the other ones.

Internal risk: In my opinion the biggest one. This for
the simple reason that in order to make operations
possible you need at least some of the employees to
get access to some of your critical information. There
are two classes of risk. First, human error, where
something is leaked unintentionally. Second, crimi-
nal, where some bad guy finds a cheaper and faster
way to buy someone to get the information from the
inside rather than trying to get it by hacking your sys-
tem from the outside.

Change factor: One risk that today is hardly ever
addressed. While we may hope that modern democra-
cies will never be replaced by the bad guys, should it
not be taken into consideration? More commonly,
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when a commercial company changes ownership,
how can a given user prevent his personal informa-
tion being transferred without his consent?

Project Liberty is a technology framework that has
been designed to address this class of problems. It
might not be perfect, but it is a solution that has been
proven to work. Digging deep inside Liberty or
SAML technologies is out of scope for this paper, but
hopefully even while keeping a high level of abstrac-
tion we may explain how it addresses some of these
key issues.

Federation: Technically implemented through
SAML2 protocols. It is a weak link between different
identities, or a given principal. Federation allows us
to keep the level of complexity simple enough for
end-users to browse seamlessly from one service to
another without re-authenticating. Federation is the
cornerstone that allows us to decouple the identity of
the end-user (principal) from its attributes, allowing a
given principal identity to be slotted in many differ-
ent places in a transparent manner for the end-user.

Identity attributes: Implemented through IDWSF.
We have seen that it is very important to separate
attributes from the principal identity. Liberty Identity
Web Services allow us to discover, request, and
retrieve updates of attributes about a given user with-
out needing access to the principal identity. It is
designed in such a way that different users may
choose different services to hold a given attribute, or
even to allow a given user to store a given attribute
in two different places with eventually two different
values.

Social network: Implemented through people ser-
vices. There are many cases where you need to group
identities, this is either to give special access right to
a given group (e.g. allow all parents from a given
class to see pictures from a school sport event) or to
allow someone to act on behalf of someone else (e.g.
an accountant acting on behalf of a company).

User consent: Implemented through Liberty Interac-
tion Service. Allows a given service to request user
consent independently of the level of imbrication a
given request has.

Identity governance: A Liberty ongoing effort known
as IGF (Identity Governance Framework). It is an
XACML based layer that, first, allows a service own-
ing an attribute to take a decision on whether or not
it can release the attribute to a requesting party, and
second, allows a request to be sent attached with the
attributes and some metadata for the receiving parties
to know how they should/can handle that informa-
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tion. In many government cases, the fact that you can
release or not an attribute is based an a legal frame-
work, and IGF rules should be a flat translation of
legal constraints. On the other hand, the receiving
party agrees to respect the constraints attached to
requested information (e.g. not allow to write on disk,
but be deleted after six months, ....).

Obviously technology cannot do everything. Never-
theless it should handle privacy as a first class citizen
and propose a framework that handles enough of the
problem automatically, thus leaving the remaining
part manageable outside of technology by manual and
legal mechanisms. Obviously nothing is perfect, but
not doing anything because we cannot do everything
would be criminal. Not only should a given user own
the right to verify and change most of the information
held about him, but in many cases he should also own
the right to simply forget. How a digital ID will allow
someone to be a very bad teenager and then years
later to be a very nice respectful father, employee,
etc., is only one example of what a modern digital

ID framework should implement.

Project Liberty was designed to handle this global
problem. Some people complain that it is too com-
plex or too restrictive. However, we had to make it
complex enough to support the complexity of our
world and we chose to make it restrictive to keep the
cost of adoption acceptable.

About Project Liberty

The Liberty Alliance is a global identity consortium
formed in 2001 by approximately 30 organizations
with the goal of developing open technical, business
and privacy standards for federated identity manage-
ment. Liberty Alliance achieved this goal in 2002
with the release of Liberty Federation and in 2003
released Liberty Web Services, an open framework
for deploying and managing a variety of identity-
enabled Web Services. Having grown to nearly 150
members from around the world, the Liberty Alliance
is currently working toward developing ID-SAFE, the
industry’s first open framework for deploying and
managing interoperable strong authentication. The
Liberty Alliance is the only global identity organiza-
tion approaching identity issues from a holistic per-
spective, addressing the technology, business and
privacy aspects of identity management in order to
build a more trusted global Internet for consumers
and organizations worldwide. Liberty Alliance back-
ground information including a listing of timelines
and industry milestones is available for download
from http://www.projectliberty.org.
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