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1  Digital forensics
Digital forensics can be defined as the practice of sci-
entifically derived and proven technical methods and
tools toward the preservation, collection, validation,
identification, analysis, interpretation, documentation
and presentation of after-the-fact digital information
derived from digital sources for the purpose of facili-
tating or furthering the reconstruction of events as
forensic evidence.

Examples of digital sources include VLSI chips, hard
disks, mobile phones, digital cameras, computers,
printers, copiers, backup tape, CDs, DVDs and net-
work routers, as well as software and communication
protocols. Digital forensics must be based on the sci-
ence of ICT within the requirements and interpreta-
tion of law [1]. Data can be recovered even if deleted
from a user’s point of view. Techniques for recovery
of deleted information are therefore central to digital
forensics [9]. Digitally stored information can easily
be manipulated, so great care has to be taken when
handling digital evidence, in order to be able to prove
the origin of the information.

The practice of digital forensics is new. When com-
puters became common in homes and businesses, the
police more and more often came across computers
which contained forensic evidence. Thus, police
organizations saw the need of establishing special
police units to handle electronic evidence. USA was
first when the FBI established the Computer Analysis
and Response Team (CART) in 1984. Later, a similar
unit was established at Scotland Yard in UK.

The need for standardization and dissemination of
knowledge in this area was first recognized during
the 1990s. Meetings between police units in different
countries were arranged in 1991, 1993 and 1995. As
a result, several international organisations for stan-
dardisation of computer forensic techniques were
established [5]. Interpol European Working Party
on Information Technology Crime [3], a workgroup
within Interpol, was established in 1993. The Interna-

tional Organisation on Computer Evidence was estab-
lished in 1995. This organisation is a meeting place
for computer forensic units in law enforcement all
over the world, and work with standardization of
digital evidence analysis.

In Norway, a process was started in 1993 that led
to the establishment of a “computer crime team” at
ØKOKRIM in 1995 [4]. This team had from the start
a responsibility for computer forensics and investiga-
tion of computer crime cases. The computer crime
team became the National Computer Crime Center
(PDS) in 2002, taking on the national responsibility
for digital forensics at the Norwegian Police. The
national Police Academy has since 1996 given educa-
tional courses in digital forensics in cooperation with
ØKOKRIM. Therefore, several local police districts
have a certain capability for performing digital foren-
sics. Still, many cases are solved with assistance from
the National Computer Crime Center.

At the commercial side, the company Ibas AS has
performed computer forensic analysis on behalf of
businesses and governmental institutions since the
late 1990s. From 2001, digital forensics was orga-
nized as a business area within Ibas. Ibas now exports
this service from Norway to most countries in Europe.

The scientific ICT community has taken an interest in
the field of digital forensics only recently. As a result,
digital forensics has been and still is ad-hoc practice-
driven procedures which may be lacking scientific
foundation. In response to very apparent public
needs, direct requests from the government authori-
ties, and realizing that incident investigation is a vital
part of efficient protection against computer crime,
the ICT security community has taken interest in pro-
viding a scientific approach to digital forensics. In
1998 the Scientific Work Group on Digital Evidence
(SWGDE) was established in USA. The research
communities established the International Journal on
Digital Evidence in 2002.
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Digital Forensics is the field of analysing and evaluating digital data as evidence. Time stamps stored

on digital media play a crucial role in evidence analysis, but digital time stamps may not be correct for

various reasons. A more scientific understanding of digital time stamps in digital forensics is therefore

needed.

In this paper we present the emerging field of digital forensics, and take the first steps toward a

methodology of digital time stamps in an evidential context.
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Digital forensics practice is currently performed in
three stages:

• Securing of evidence. Securing involves the pro-
cess of producing exact copies of the seized digital
medium, so-called imaging. The copies must be
exact, and cryptographic hashing techniques are
used to be able to prove that the copy contains the
exact same information as the original. This phase
is very important to ensure that the evidence is
admissible in court [2].

• Analysis of evidence. Analysis involves the enu-
meration of evidence items in the data set. This
process may be difficult as the data set is usually
very large and it is unknown which pieces of infor-
mation may have value as evidence.

• Evaluation. Evaluation is the process of assessing
what implications the enumerated evidence items
have in the investigation. What does the evidence
tell us about the use of the computer and the
actions of the user? As the goal of any investiga-
tion is to provide evidence of a chain of events, the
evaluation phase is very important.

Up till now, most scientific effort has been put into
the problems of the first phase. As a result, sound
methods exist today for image copying and other
securing of digital evidence, including scientifically
evaluated software packages for forensic imaging [7,
8]. However, little effort has been spent on the analy-
sis and evaluation phases yet. These are going to be
the important areas for digital forensics research in
the near future.

2  The challenge of time stamps
The Department of Telematics at NTNU has estab-
lished the research project “TID – Time stamps in
Digital Forensics”, with funding from the Norwegian
Research Council. The project is an important part
of ongoing research within Norwegian digital foren-
sics, and within NTNU Research Programme for
Information Security it will be carried out in coopera-
tion with internationally renowned research institu-
tions within digital forensics.

2.1  Problem definition

A digital time stamp is a date/time stored or commu-
nicated by an electronic medium. The digital time
stamp can take many different formats and resolu-
tions. Computer systems store time stamps in many
different ways and according to various rules. In most
file systems, time stamps are stored whenever a file is
created, written or accessed. Most computer systems
also have logging functions which log activities on

the computer with time stamps. There may also be
different file formats which include time stamps.
These may be operating system specific formats such
as executables and configuration files. It may also be
application specific formats, such as documents and
spreadsheets. Time stamps are also stored on other
electronic media, such as mobile phones, PDAs and
flash memories. Protocol messages and packets
include time stamp fields that are important to the
functionality and security of networks and networked
systems.

Digital time stamps are very important within digital
forensics because establishing the correct sequence of
events and time spans are a fundamental method to
activity reconstruction during case investigation and
in court. Knowledge of when an action was commit-
ted is often of vital importance as evidence. With
credible digital time stamps, an investigator can
determine when executables were run, or when docu-
ments were written, or when emails were sent.

Based on time stamps carried by a digital medium,
the investigator can construct a timeline of activities.
The ability to prove not only what has happened, but
also when it happened is crucial in the evaluation of
digital evidence. A timeline is necessary to tie the
chain of events that can be found on a digital medium
to the chain of events that has taken place in the real
world. In most cases, it is also necessary to tie the
chain of events in a digital source to a specific user
[10].

Time stamps exist in many formats. Although inter-
national standards for date and time representations
exist [15, 17], the implementers of common file sys-
tems, applications and devices have mostly chosen
not to use the standardized formats. We all remember
the Y2K problem of format, representation and use.

The information security community has traditionally
met the challenge of time stamp analysis by asserting
the need for network base synchronisation of time
sources. [15, 16] This is a valid solution if the com-
puter at any time is in a controlled environment. In
digital forensics however, it is usually the case that
the digital source was not in a controlled environ-
ment. An investigator must question what previous
actions have been done to the time source of a com-
puter or digital device.

Forensic examiners who wish to use time stamps as
evidence are experiencing the following deficits:

• There is little systematic documentation on time
stamp formats available.
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• There is a lack of documentation of the use of time
stamps and time zones in systems.

• Reference systems including different calendars,
leap years and leap seconds vary.

• It is unclear how time stamps in file systems are
handled at different operations on different operat-
ing systems.

In addition the investigator will encounter more fun-
damental problems regarding the use of digital time
stamps as evidence. Computer programs can manipu-
late most time stamps. Time stamps are related to
a time source, often a clock or a network service.
Clocks can be unreliable, not working, or not syn-
chronized.

These obstacles present great challenges to computer
forensic investigators. The reason is the nature of
investigations digital forensics is a part of. If the
timeline cannot be established beyond reasonable
doubt, the evidence may be worthless since it cannot
be established who was using the computer at a par-
ticular time. In several recent court cases, it has been
alleged that the timeline cannot be established beyond
reasonable doubt, since the time source may be
manipulated or time stamps may be manipulated by
computer programs. Such allegations may create rea-
sonable doubt on computer usage and may lead to
incorrect acquittals or convictions.

2.2  Properties of time and clocks

Starting our examination of time stamps in an eviden-
tial context, it is important to understand some prop-
erties of time. We define here Real Time as an
abstract concept of an ideal clock always representing
the real and correct time. Such a clock does not exist,
but close approximations do, and these serve as the
orginal time source for most other clocks.

Real Time can be viewed as a mathematical relation
on the set of points of time with two important prop-
erties. The first, anti-symmetric, implies that it is
impossible from any given point in time to “go back”
to a previous point in time. This is a fundamental
property that is consistent with how most people per-
cieve time. Although clocks can be adjusted back and
forth, the underlying concept of Real Time is a con-
stant directed current, where time travel backwards is
impossible. The other important property is the prop-
erty of transitivity. Transitivity implies that any given
point B in time, that comes after another point A in
time, must also come after all other points that A
comes after. With the definition of Real Time as a
transitive relation, we may have all time points placed
somewhere on a linear time axis, and therefore have a

relation to all other time points as either happened-
before or happened-after. If a point in time is concur-
rent with another point in time, it is the same point.
Events however, may be concurrent, since they may
stretch over a period of time.

A Clock is a device that can be defined to be a device
that gives an approximation of Real Time. A clock
can be adjusted at any time, by actions of the user or
by failure. For convenience, we do not consider the
case where a clock stops working. For our purposes,
we define this as a situation with continuous adjust-
ments of a clock.

In practice, most clocks are periodically synchronized
with other clocks. This adjustment can be manual or
automatic, such as when using time adjustment proto-
cols. In most cases, clocks are adjusted from a time
source that represents a closer approximation to Real
Time than the clock that is being adjusted. In addi-
tion, the adjustment in itself also introduces an error
in most cases. This is in turn true when considering
the time source, and so on all the way to the root.
Taking this into account, a way to view a clock is
therefore to see it as the sum of approximations to
Real Time, where each has been made in the path
from the clock back to the root time source. [18] Pro-
vided that a clock is adjusted often enough to a valid
source, and the error introduced at adjustment is

t1
t2 t3 t4t1

Figure 1  Real time considered as a mathematical
relation with the properties of reflexivity, anti-
symmetry and transitivity
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Figure 2  Clocks are adjusted from a source – Error
introduced at each step
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fairly small, most clocks will approximate Real Time
to a level that is sufficient for everyday life.

A clock that is a few minutes off to either side will
normally not be a problem in everyday life. In the
Digital Forensics context, the same would be true.
A few minutes off will likely not be crucial to the
facts of the investigation. The problem arises where a
clock shows a larger error due to lack of adjustment,
failure or malicious adjustment.

2.3  Time stamps, events and causality

A time stamp is a representation of a state of a clock
and that is somehow related to an event. Informally
one may say that the generation of a time stamp was
caused by an event. An event is something that
occurred that changed the state of the world. Since
changes cannot happen instantly, the definition of
an event must be such that events are allowed to
span over time. We define an event as a change that
occurred over a time span. The start and end of an
event are points in Real Time. With our definition
of Real Time, an event can be said to have happened
before another if the end point of the first event hap-
pen before the start point of the next event. If the time
span of two events overlap, the events can be said to
be concurrent.

Now, a time stamp can be said to be the representa-
tion of the local clock at some point in Real Time
between the starting point and ending point of the
event that caused it.

Having defined the time span of an event, we now
turn to look at the change in the state of the world
that an event produces. All events have necessary
prerequisites. In order for an event to make a particu-
lar change in the state of the world it is necessary for
the state of the world to be such that the particular
event is possible. Say for instance that I pour coffee
in a mug. In order for this event to occur, the state of
the world must be such as to allow this event. For
instance, I must have a cup and I must already have
brewed coffee. This introduces the concept of causal-
ity. When an event starts, the state of the world must
be such that it is allowed to happen. But the state of

the world at a particular time is just the sum of all
previous events plus (possibly depending on one’s
religious beliefs) a starting condition. Thus, an event
is only allowed to happen if previous events that led
the world to the necessary starting state have already
happened.

It is common in a computer system that all time
stamps are recorded according to the same time
source, a local clock according to the definitions
above that may deviate from Real Time. If such
a system records time stamps for events that are
causally connected, the system can be analyzed for
changes in the relationship between the local clock
and Real Time.

2.4  The time stamp context

The key to the solution of the time stamp challenge
lies in the understanding of the context where time
stamps live in computer systems, and the causal
relationship between the events that caused them.
Fortunately, common digital systems record a large
amount of time stamps with clear patterns of causal
connections. A file system is a very good example of
this.

2.5  Time stamps in file systems

Most file systems contain time stamps for each file.
On a normal workstation, these time stamps amount
to hundreds of thousands of causally interconnected
events. The most common file system time stamps
are:

• Last Written: An event that caused the file content
to change;

• Last Read: An event that caused the file to be read;

• File Created: An event that created the file at its
current location;

• Entry Modified: An event that caused file metadata
to change.

Already from these definitions, several causal con-
nections can be postulated:

• If a file is created at a new location, its metadata
must change.

• If a file is read, it must first have been created.

Taking into account the organisations of file systems,
and even operating systems, more causal connections
spring to mind:

h1

h2

h3

h4

Figure 3  Causality – Some events are necessary for
others to occur
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• A file is created in a directory; thus the directory
must already have been created. This must hold
for all files and directories in a file system.

• Files cannot be created in a file system unless the
file system has already been created.

• Files cannot partially overwrite other files unless
those files were there already.

• If a file is created or deleted in a directory, the
system must change the directory.

• If a file is read, the system must read the directory
first.

• If a program is run, files that it depends on must be
installed first.

If all time stamps are related to the local clock, a
change in the relationship between the local clock
and Real Time is bound to be reflected in the ob-
served time stamps. This will lead to inconsistencies.

Analysing time stamps in file systems is only one ex-
ample of where important time stamps can be found
to determine the time stamp consistency. Many other
sources exist, both in terms of actual time stamp exis-
tence, and as sources of interrelations.

2.6  The development of a framework for

time stamp analysis

By analysing causal relationships between events in
a computer system that produce time stamps, one can
therefore detect changes in the local clock caused by
failure or malicious adjustment. With the modelling
of more causal interconnections, it becomes less
likely that changes will be undetected. Due to the
high number of time stamps and interconnections,
analysis of causal relationships as defined here should
be automated. It is therefore proposed to define a log-
ical framework for the analysis of causal relationships
between events and the time stamps resulting from
them. The framework will be a foundation of imple-
mentations of causal analysis in software, a system
that will be of great importance in digital forensic
investigations.

3  Conclusion
Time stamps are vital elements in Digital Forensics,
since they are the only entities that can relate evi-
dence found on digital media to events that have
taken place in the real world. Time stamps may be
wrong for various reasons. We have shown that it is
possible to improve the evidential quality of time
stamps by correlating time stamps that occur on an

evidence medium. Before such correlation can be
done on a large scale, it is necessary to define a logi-
cal framework for time stamps analysis. The develop-
ment of such a framework is one important goal in
the TID research project funded by the NFR IKT Sos
research programme.
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