
1  Introduction
Service discovery allows services to advertise them-
selves so that clients can query and possibly access
them. Service discovery is most often local and hence
limited in range. With the distribution of services in
increasingly large-scale environments, new para-
digms for service discovery, creation and provision-
ing are needed to cover wider areas and prepare for
this evolution. Wide-area service discovery has
become a requirement and has consequently attracted
much interest1).

Wide-area service discovery is a key enabler for
wide-area pervasive environment and especially for
Personal Networks (PN) that have gained interest
recently in the research community [1]. The PN con-
cept extends the Personal Area Network (PAN) by
including remote personal devices in the network
architecture (Figure 1). The PN can be viewed as a
collection of geographically scattered clusters that
can communicate via interconnecting structures or in
ad hoc mode. A PN cluster is a network of devices
characterized by a common trust relationship and
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located within a limited geographical area (e.g. home
cluster, office cluster, etc.). The PAN surrounding the
user is a special cluster called Private PAN (P-PAN).

Wide-area service discovery can support many appli-
cations including service control, dynamic service
creation, context awareness and network manage-
ment. Personal networks can also considerably bene-
fit from wide-area service discovery frameworks.

Clients (e.g. PN user, PN application, PN manage-
ment system, etc.) need in fact to be notified about
services that match their queries at service announce-
ment times. Clients may also require to be notified
about modification of state and access information
of services due to mobility and dynamic changes. To
perform such notifications, service discovery should
embed eventing mechanisms.

Existing architectures supporting eventing (e.g. UPnP
[2], Jini [3]) are suitable for small-area and local dis-
covery but cannot support wide-area and remote dis-
covery because they use synchronous or multicast
communications that suffer from scalability problems.

In the context of wide-area environments, eventing
is known as event-based communication or as a
publish/subscribe model. In this model, subscribers
describe the events (data, messages, etc.) that they
want to receive from publishers, without having
previous knowledge of each other’s locations. The
model ensures the event flow from publishers to sub-
scribers so that notifications can be received by the
subscribers. The strength of this model is its loose
coupling between publishers and subscribers in time,
space and synchronization. This characteristic makes
event-based communication a scalable communica-
tion model that is widely used in many large-scale
Internet services and mobile computing environ-
ments. A natural evolution for service discovery is
thus to integrate event-based communication to pro-
vide eventing capability and achieve wide-area ser-
vice discovery.

The objective of this paper is to address such service
discovery frameworks and especially analyze a Wide-
area Publish/subscribe Service Discovery (named
WPSD) framework as a potential solution.

Many applications, especially PN applications and
services, can benefit from WPSD. These applications
need to be informed immediately about changes in
context data, services states and PN networking and
management.

The paper conducts its analysis of wide-area publish/
subscribe service discovery by first presenting an

overview of event-based middleware. This descrip-
tion is followed by definitions and requirements on
the proposed WPSD service discovery framework. A
general architecture for WPSD is then presented and
a specific implementation reported. Finally, the appli-
cability of WPSD to Personal Networks is examined.

2  Event-Based Middleware
An event-based middleware provides publish/sub-
scribe communication between components of large-
scale distributed systems. In an event-based middle-
ware, events represent the basic or fundamental com-
munication mechanism [4].

Event consumers express their interest, in receiving
events, in the form of an event subscription. Event
consumers are commonly called Subscribers. Event
producers produce events, which will be delivered to
all interested Subscribers. Event producers are com-
monly called Publishers. Thus, an event-based sys-
tem has an asynchronous many-to-many communica-
tion model, where the Publishers and the Subscribers
are decoupled. The event delivery is performed by
event brokers that form an overlay network that
routes the events from the Publishers to the Sub-
scribers. The path is set up by advertisements and
subscriptions sent by Publishers and Subscribers
respectively.

The event-based middleware architecture has four
layers (Figure 2) [4][5]. The lowest layer is the net-
work layer. On top of this layer, an overlay network
implements application-level routing (content-based,
peer-to-peer (P2P), etc.). The overlay handles the
routing between the application-level nodes (event
brokers, peer nodes, etc.) and has a self-organizing
mechanism that supports the node dynamic changes
(when joining and leaving the overlay).

The event-based middleware layer provides the pro-
grammer an interface to handle the events (advertise-
ment, subscription, publication, etc.) and manages
also the storage, event filtering and notification oper-
ations in the event brokers.

Figure 2  Event-based middleware architecture
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The event-based middleware layer can benefit from
extensions offered by the service layer that can pro-
vide additional services such as security and QoS.
An event-based system can be extended to support
QoS-aware paths between the Publishers and the Sub-
scribers such as in [6]. Introducing security into the
system can be achieved for example by making the
event brokers OASIS-capable (Open Architecture
for Secure Interworking Services) [7] to perform a
boundary policy-based access control to the middle-
ware. The broker would use the OASIS policy to
decide if the advertisement/subscription can be
admitted [8].

3  Wide-Area Publish/Subscribe
Service Discovery

Event-based middleware has a layered architecture
designed to offer multiple services. Service discovery
can be one possible offered service. Even though
some event-based systems can be tailored for service
discovery, most adaptations suffer from significant
overhead. The event content must be adapted to a ser-
vice description and rendezvous brokers must be pre-
viously set up by the advertisement to perform notifi-
cation. The best solution, as adopted by WPSD pro-
posed in this paper, is to build an event-based system
designed for service discovery from the start. The
event content would be explicitly defined (service
information) and the routing of events between the
Publishers and the Subscribers carried out at service
(event) delivery time.

3.1  Design Requirements

To design a Wide-area Publish/Subscribe Service
Discovery (WPSD) system, we define a set of system
requirements resulting from a mix of our experience
in wide-area service discovery [9][10], the event-
based middleware requirements of [4], event-based
proprieties [11] and the problem statement specified
recently by the P2PRG CORE subgroup in [12]. The
requirements consist of:

Multiple event support

A WPSD system should notify the subscribers when
new events occur:

• Appearance of new services
• Departure of services
• Dynamic changes in service state
• Changes in mobile service location
• etc.

Reliability

A WPSD system must be resilient to entity failures.
The failure of a part of the system must not cause
total system failure. The system must be always

aware of the location of the nomadic services and
their clients, especially with the emergence of wire-
less technologies. The system should also support
the mobility of the brokers.

Scalability

The scalability is an important requirement for any
WPSD system since the number of involved devices,
users and services is in continuous increase.

Dynamic update

In a WPSD system, a subscriber should not receive
an interrupted stream from the publisher. When a ser-
vice is dynamic and/or mobile, its service information
update should not be performed by removing the old
information and announcing the new one. Only an
update due to the new information should take place.

Security

A WPSD system should support security and privacy
protection. Especially, the security mechanisms
should protect the system from attacks related to the
distributed architectures.

Interoperability

Many service discovery technologies can be used at
the edge of a WPSD system. Thus, WPSD should be
able to interact with different service discovery sys-
tems. This leads to the following interoperability
requirements:

• A linking mechanism (i.e. gateway) should be used
to make the translation between the WPSD and the
local discovery systems when service description
semantics differ.

• Gateways at the edges should have an API that
supports all operations (addition, removal, dynamic
update, security, etc) to enable interaction.

• The WPSD system should use an expressive and
extensible service description language to be capa-
ble of translating descriptions to/from other lan-
guages.

There is a trade-off to achieve between expressive-
ness in the service description language and scalabil-
ity [13]. A highly expressive service description
language would require more processing and would
make the system less scalable. The presented design
in this paper takes into account this trade-off by striv-
ing for a balance between expressiveness and scala-
bility.

3.2  Design Decisions

In this section, we describe how to integrate the pub-
lish/subscribe model in a wide-area service discovery

ISSN 0085-7130 ©Telenor ASA 2007



62 Telektronikk 1.2007

leading to a WPSD system. In this description, we
define the required additional operations, the in-
volved entities and their interactions.

To start with, we must select the right model that
should be applied to service discovery. Mainly, there
are two categories of publish/subscribe models: topic-
based and content-based. Each form has its own man-
ner of expressing the event subscriptions. The topic-
based model uses a predefined set of topics or sub-
jects to identify the events. In content-based model,
the events do not have such restricted structure.

In topic-based model, the topics are not expressive.
They just use predefined labels and this is not suffi-
ciently rich to specify service subscriptions. In the
content-based model, a service subscriber can make
more specific service subscription using richer
description formats (e.g. attribute/value pairs, XML,

etc.). WPSD hence adopts the content-based model
since it is more suitable for service discovery applica-
tions.

In a WPSD system, a service announces its service
information in the form of a pair (name, name-
record). The name denotes the service description
(e.g. attribute/value pairs) and the name-record
denotes the access information to the provider of
the service, such as its IP address. By handling name
to address mapping, a WPSD system acts also as a
naming and name resolution system.

The producer and consumer in a WPSD system are
the service Announcer and the service Subscriber.
The event brokers of WPSD, called Name Brokers
(NB), are name information databases. The NBs
route names from the Announcers to the Subscribers
using a name-based routing paradigm. The routing

Figure 3  WPSD architecture
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occurs on an application-level routing that can be
achieved using a P2P network or any other type of
overlay (Figure 3).

The Subscriber announces a subscription name to
perform one of the three subscription types below:

• Name subscription to be notified about names that
match exactly all the subscription name attributes;

• Supername subscription to be notified about any
name that match the subscription name;

• Name-record subscription to be notified about any
modification of the name-record information (due
to Announcer mobility or dynamic changes in envi-
ronment) of the subscription name.

The name subscription is performed using the usual
name announcement mechanism of the current ser-
vice discovery architecture. The name-record of a
subscription name is called subscriber name-record.
The Notifications are performed after name informa-
tion database updates by the Announcers (addition,
removal, and dynamic update). For a given name
update session, an NB holding the name database
changes is called Notification Name Broker (NNB).
The location and the number of NNBs for a given
subscription depend on the used name-based routing
of the current service discovery protocol. The notifi-
cations of the name update are sent by an NNB to the
appropriate Subscribers identified by their name-
records.

For example, suppose Alice wants to be notified
about all her cameras (in her home, office, etc.) and
dynamic changes in their states. Alice submits from
her Subscriber a supername subscription like [service
= camera] [owner = Alice [cluster = *]]. One or more
NBs that receive the supername will play the role of
NNBs. When a new camera is added or the states of
existing cameras change, the Announcers related to
the cameras announce or update the names. The
NNBs notify Alice’s Subscriber about these new
changes.

WPSD introduces the ability to make dynamic up-
dates of the announced name information. When
Announcers or Subscribers move, their access infor-
mation (i.e. name-records) is updated in the NBs. The
corresponding NNBs notify the Subscribers so that
they are always aware of the Announcers’ locations.

3.3  WPSD Scalability

WPSD is intrinsically scalable since Announcers
and Subscribers are decoupled, as in any publish/
subscribe system. Many other factors improve the

scalability of WPSD. The NBs self-configure into a
distributed application-level overlay network to per-
form name-based routing. By integrating naming and
routing in the application-level, the scalability can be
maintained while highly expressive names are used.

The scalability is also improved by the load balancing
ensured by WPSD. The load induced by subscription
and announcement is quite balanced and reduces the
risk of an NB becoming a bottleneck node in the net-
work. This is due to the NB location that depends on
the name to be routed. Since the NNB location
depends on the subscription names, the notifications
are issued from different NNBs. This distributes natu-
rally the load and avoids congestion in the NB net-
work.

Scalability and load balancing occur naturally when
a Distributed Hash Table (DHT) is used as the appli-
cation-level routing network in the WPSD system.
DHTs, such as Chord [14], CAN [15], Pastry [16]
and Tapestry [17], create structured P2P networks
that, given a key, can efficiently lookup the peer at
which the corresponding value is stored. The DHT
storage and lookup processes scale logarithmically
with the number of peers in the network. For DHT-
based designs, the NB location may be determined
by hashing names (announced or subscription names)
and looking up the NB peers responsible for the
resulting keys (i.e. the hash values). This will be
illustrated with more details in section 3.6.

3.4  WPSD Security

In [18] the authors present a number of security
issues and requirements in wide-area publish/sub-
scribe systems. Based mainly on this analysis, several
solutions have been proposed to secure publish/sub-
scribe systems. Some of these solutions can be
adopted and added to secure a WPSD system.

Three main security mechanisms should be add-
ressed. First, an access control mechanism should be
designed at the boundary of the NB network. Only
authenticated and authorized Announcers and Sub-
scribers should be able to access the NB network. To
address access control, the authors in [19] present an
access control mechanism based on publication/sub-
scription message content. This is a suitable solution
for WPSD since it is a content-based publish/sub-
scribe model.

Second, a mutual trust should be provided between
the Subscribers and the Announcers. The most
advanced solution, proposed by the authors in [20], is
to introduce the notion of scoping for structuring pub-
lish/subscribe systems. Scopes delimit groups of Pub-
lishers and Subscribers on the application level and
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control the dissemination of notifications within the
broker network. Hence, they are suitable for building
groups of trust (i.e. groups whose members belong to
the same authentication domain). The trust relation-
ships in scopes are established using public key
infrastructures and access control methodologies.
WPSD can adopt this solution as well, especially
when the NBs belong to different administrative
domains.

Finally, confidentiality and integrity of the announced
names, the subscription names, and the inter-broker
messages should be provided. The common solution
is to encrypt and sign the messages, as has been
achieved by the work in [8] and [20].

3.5  The Support of the WPSD Model

The integration of the publish/subscribe model into
an existing wide-area service discovery system can
lead to a WPSD system. To support this integration,
the selected system should be flexible, extensible and
scalable. Several architectures can support the inte-
gration of the WPSD model as long as their exten-
sions fulfill all previously mentioned requirements.
In fact, this depends mainly on the infrastructure
model of the service discovery protocol. Wide-area
service discovery protocols ([21]–[25]) have nor-
mally a structured directory2)-based infrastructure
model [26].

There are two major existing directory structures for
wide-area service discovery: flat and hierarchical
structures. In a flat structure, exemplified by proto-
cols such as INS/Twine [21] and Superstring [22],
directories have P2P relationships. Hierarchical struc-
tures, including SSDS [23], CSP [24] and GloServ
[25] have a DNS-like directory structure.

Hierarchical structures overcome the overloading
problem of directories by spawning the load on the
child nodes. Nevertheless, they cannot scale easily to
WPSD integration. The announcements and the noti-
fications would propagate up and down through the
hierarchy and can turn the root node into a bottle-
neck. Even if several hierarchies may co-exist, the
hierarchies would not handle efficiently subscription
names that include orthogonal attributes. For exam-
ple, imagine a WPSD system having two hierarchies
of directories: one based on service location and the
other based on the service property. A user may sub-
scribe to its own services located in a given geo-
graphical area. The hierarchy described would not
handle this subscription in a scalable manner, since
both hierarchies will be involved in the notification.

Service discovery protocols having flat structures
generally rely on DHT. These protocols inherit DHT
scalability, efficiency, reliability and robustness.
Hence, DHT-based service discovery protocols are
more suitable for WPSD integration than hierarchical
approaches. The next section describes an implemen-
tation example of a WPSD system using INS/Twine,
a typical DHT P2P-based service discovery protocol.

3.6  Implementation Example: WPSD Based

on DHT P2P-Based Service Discovery

A viable framework to implement a WPSD system is
INS/Twine [21] that attracted our interest for its flexi-
bility, expressiveness and ability to use any kind of
identities to describe objects, nodes, services while
providing information on their location. This system
resolves names or identities into IP addresses for net-
working purposes.

INS/Twine is a P2P-based service discovery protocol
with an expressive, responsive and robust system
designed for dynamic and mobile environments.
Services are described using a hierarchical attribute-
value pair naming scheme such as XML. The descrip-
tion is called intentional name. The INS/Twine archi-
tecture consists of a network of Intentional Name
Resolvers (INRs) that provide name resolution and
name-based routing. The service providers and the
clients are located at the edge of the INR network.

The INR name database has a data structure called a
name-tree. The INRs self-configure into an applica-
tion-level distributed overlay network over a DHT
network to disseminate and route name information
to the appropriate locations.

INS/Twine performs hash-based partitioning of ser-
vice information among a subset of INRs. The query-
ing has a similar mechanism. INS/Twine extracts each
unique prefix subsequence of attributes and values
from a name (an announced name or a name query).
Each subsequence, called a strand, is then used to
produce a separate key. INS/Twine uses a DHT pro-
cess to map the keys to appropriate resolvers into
which the service information or query is forwarded.

WPSD can be designed by extending the INRs of the
INS/Twine framework. The resulting INRs play the
role of Name Brokers (NBs). The Subscribers corre-
spond to clients and the Announcers to service
providers.

For name announcement, the name is added in the
name-tree of the corresponding NBs. This is per-

2) The directory, also often called broker or resolver, is the entity that stores service information and processes announcements and
queries.
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formed by adding the corresponding name-record
to all leaf values of the name in the name-tree (see
Figure 4).

The dynamic update of a name and its access infor-
mation consist of finding the corresponding name-
record in the name-tree. If the dynamic update con-
cerns the access information of the name, the update
affects the name-record itself. If the name needs to be
updated (i.e. updating a given value in the name), the
name-record is detached from the old value and asso-
ciated to the new one.

For name subscription, the subscriber name-record
will be associated to the leaf values of the subscrip-

tion name. In the case of the supername subscription
the association will involve all the supername chil-
dren values. The name-records of a matching name or
supername will be associated to the values having the
subscriber name-record. This association will trigger
the notification action. The detachment of an associa-
tion, due to name removal or update, will also trigger
the notification.

The notification can be achieved by any NB corre-
sponding to a key computed from the strands of a
subscription name. To achieve scalability, one single
NB is selected to play the role of the NNB. This NNB
corresponds to the longest strand of the subscription
name.

Figure 4  Name database management in INS/Twine-based WPSD
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Figure 4 gives an example of a name-tree manage-
ment. The figure illustrates a dynamic update, a
supername subscription and two announced names
(related to the two depicted name-records). For the
dynamic update, the resolution attribute of the camera
service has been updated from a camera resolution
value of 640*480 to the 600*800 value.

The name-tree depicts a supername subscription
([service = camera][accessibility = *][owner = Alice
[cluster = *]]). The supername is composed of four
strands: (service, camera), (accessibility), (owner,
Alice) and (owner, Alice, cluster). The subscriber
will be notified of Alice’s name as the corresponding
name-record is associated to the values having the
subscriber name-record. The NNB corresponds to
the fourth strand, as it is the longest one.

4  WPSD Applicability for Personal
Networks

In this section, we will show the applicability of the
WPSD system for Personal Networks (PNs) (Figure
5) as a communications middleware between local

service discovery frameworks with eventing capabili-
ties. WPSD can also assist PN establishment and con-
text information delivery.

4.1  WPSD-Based PN Establishment

PN networking entails the establishment of secure
inter-cluster communication using tunnels. To estab-
lish tunnels between clusters, one needs to be capable
of locating the clusters and their points of attachment
to intermediate networks. To provide this informa-
tion, the concept of a PN Agent has been introduced
[27] to assist PN establishment. A possible approach
is to use tunnel managers to send tunnel configuration
parameters to tunnel end-points needed to connect
distant PN clusters. Tunnel establishment based on
policies relying on names is referred to as name-
based tunnel establishment [28][29]. A scalable pub-
lish/subscribe naming system such as WPSD can
enable PN establishment by embedding the PN
Agent.

This can be achieved as follows. The tunnel end
points, depicted in Figure 5 as access routers, shall
include the WPSD Announcers. The Announcers

Figure 5  WPSD for Personal Networks
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declare the names of the attached clusters. The cluster
names include the PN identifier and the cluster identi-
fiers (e.g. [PN = Bob [Cluster = Home]]). The PN
Agent maintains information about the cluster names
and their attachment points (the IP addresses of the
access routers are in the name-records).

The tunnel management, using an embedded WPSD
Subscriber, performs cluster name subscription and
subscribes to the name-record of each registered clus-
ter name to become aware of the cluster dynamics
and mobility induced changes.

When a cluster changes its attachment point, the clus-
ter name is removed from the Announcer in the old
tunnel end-point and is announced by the prospective
new tunnel end-point. Once the Subscriber is notified
of these changes (by obtaining the IP addresses of the
old and new tunnel end-points), the tunnel manager
sets up the new tunnel and tears down the old one.

Clusters can frequently merge or split. For example
the home cluster splits into the P-PAN and the home
cluster. The P-PAN can merge with other clusters,
e.g. office. During these dynamic changes, the
Announcers in tunnel end points can perform updates
of the cluster identifier attribute value. The advantage
here is that the update can occur without completely
removing or announcing again the cluster name. The
active tunnels can be maintained thus avoiding addi-
tional tunnel tear downs and set ups.

4.2  UPnP Extension for Wide-Area Service

Discovery Using WPSD

Universal Plug and Play (UPnP) [2] is a widely
deployed local service discovery protocol. WPSD
can be used as communication middleware between
UPnP-enabled PN clusters. With this combination, a
PN user can access, from any location, any UPnP ser-
vice in any given UPnP-enabled PN cluster.

This interoperability requires the design of interwork-
ing components called Transcoders. The Transcoder
translates UPnP service descriptions into WPSD
names and vice versa. The Transcoder binds also the
UPnP operations (announcement, discovery, and
eventing) into WPSD operations and vice versa.

By using WPSD, the discovery can benefit from the
most recent dynamic updates of the service descrip-
tions. The UPnP Client of the Transcoder can sub-
scribe to all UPnP services in its associated cluster
using the UPnP eventing functionality. When receiving
the updated service description from UPnP, the WPSD
Announcer of the Transcoder can infer the updated
attributes and achieve the value updates. Hence, the
UPnP service database remains always up to date.

In addition, UPnP eventing can be concatenated to
WPSD eventing if the UPnP services cannot be
directly accessed remotely. The distant nodes would
subscribe to the remote UPnP service through WPSD.

UPnP is just an example to illustrate the interoper-
ability benefits of WPSD. WPSD can cooperate with
other local area service discovery supporting the
eventing function such as Jini [3].

Interoperability of WPSD with popular service dis-
covery protocols and frameworks should ease its
large-scale deployment and adoption as a wide-area
service discovery architecture.

4.3  Context-Awareness Using WPSD

The publish/subscribe feature of WPSD can enable
context awareness in Personal Networks if nodes
subscribe to context information services offered by
nodes acting as context sources. It would be sufficient
to use a name Announcer that publishes names that
correspond to key context information advertised by
the context sources. The context data consumers
would build from these names a subscription name
and simply subscribe to automatically receive notifi-
cations about changes in context from the WPSD
system. Services and applications can thus be made
context aware and can adapt according to dynamic
changes in the overall PN architecture and con-
stituents.

5  Conclusion
This paper examined the introduction of publish/
subscribe paradigms into current service discovery
frameworks to achieve flexible, extensible and
expressive wide-area service discovery architectures.
This was accomplished through the design of a gen-
eral and generic service discovery architecture named
WPSD that relies on event-based communications.
The applicability of WPSD to Personal Networks
(PNs) was examined along with interoperability
requirements with other discovery frameworks.
WPSD can enable service discovery between
remotely located PN clusters and can facilitate PN
establishment and context information delivery.
WPSD can easily interoperate with popular service
discovery protocols to fulfill the requirements of
wide-area service discovery in pervasive environ-
ments. These WPSD features should ease large scale
deployment and adoption.
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